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Announcements

• Only submit a question/takeaway slip at the start of class


• Homework due next Wednesday: 

• Submit hard copy unless otherwise arranged, 1 copy

• Monday before/during class is your final chance to ask 

questions—no email after class Monday


• Final project information on last slide



Monday, we talked about there being many buggy smart contracts.


Even protocol code and protocol designs have had many flaws!



BTC Block 74638



• 2010


• Bitcoin had already been 4 major bugs discovered and fixed


• This was an inflation bug: the creation of coins out of thin air


• 184 billion new BTC


• Exploitation of the bug was noticed within 90 minutes


• Satoshi and Gavin Andresen fixed it within 2 hours

• Why was speed important?







We still have vulnerabilities today



Lightning



Lightning



ZCoin Bug (2017)

Source: https://zcoin.io/zcoins-zerocoin-bug-explained-in-detail/



ZCoin Bug (2019)

Source: https://zcoin.io/update-on-zerocoin-spends/



ZCash Bug
• Originated in fundamental 2013 cryptography paper


• Discovered by an engineer working for the company that 
developed ZCash


• Allowed infinite creation of coins


• People think it wasn’t exploited, but we don’t know


• Kept quiet, fix developed over many months, pushed, and 
then announced



V&V

• Validation: Are our specifications correct? Are we making 
the right thing?


• Verification: Did we faithfully implement the specification?

Which of the previous examples were which?



Back to Lightning…

Paper released in past week:



“Our analysis is based on the formal specification, not an implementation. As a result, our 
work does not rule out bugs in the various implementations, only in the specification…


Ideally, formal verification of the code, which would prove that it matches the specification, 
would increase our trust to the system. But before that, a machine-readable version of the 

specification would be needed.”


-Orfeas Litos




How to Judge 
Specification?

• Security analysis


• Game theory


• Simulation


• …



Test Cases

• Given an implementation, traditional testing with test 
cases is good


• But how do you know you’re testing everything you need 
to test? How confident can you really be that the 
implementation conforms to the specification?



Formal Verification

• Proving the correctness of a system with respect to its 
formal specifications or properties, using formal methods 
of mathematics


• Used for hardware or software

• More for hardware. Why?


• Need a mathematical model of system that can then 
construct proofs within; several options



It’s difficult





Recall: For any Turing complete language, finding all possible runtime errors in 
an arbitrary program is undecidable

Does this make us think differently about Turing complete smart contract languages?

https://en.wikipedia.org/wiki/Decision_problem


TLA+

• Created by Leslie Lamport


• A formal specification language for modeling programs 
and systems


• Especially suited for modeling concurrent and distributed 
systems


• Used by Amazon for AWS



Source: https://learntla.com/introduction/



Deductive Verification

• Interactive proof assistants

• HOL, Coq, Isabelle, etc.


• Can often export to another language


• SMT (Satisfiability modulo theories) solvers

• Constraint satisfaction


• See Z3



Dependent Types
• What if a type's definition is dependent on a value?


• Example: A type not just for integers, but for integers less 
than 3


• What does this allow you to do at compile time?


• Languages: Agda, Coq, F*, Idris, and more

• It’s not surprising if you haven’t heard of any of these


• Curry-Howard Correspondence
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Other Worthwhile Mentions

• Penetration testing


• Audits


• Many eyes





Final Projects
• Poster session and brief report


• Work alone or group of up to 3

• All members of a group get the same grade


• Choose something you find interesting

• But ask for help if you struggle getting an idea


• You have many options

• Implement a system, for example an interesting smart contract, a protocol, a game, a 

key management system, etc.

• Conduct research, for example design an algorithm, design a protocol, benchmark 

existing systems, perform cryptographic analysis, write a specification, formally verify 
some open source code, etc.


• Survey some area of technology


• Check your project ahead of time in office hours to verify appropriateness of scope


